Aeris (Bradley Secure Wireless) 1 Students and non-Bradley owned computers
AD Login Credentials Required
If you are configuring Mac OS-X for Aeris, click here for instructions.

Who Should Use Aeris? ltis strongly recommended that faculty, staff and students take advantage of the
encryption security prewrgléss Aeds. BThis SBD raqlife®lggéngauthentication)
using the BUnetID and password of the person connecting to the wireless. The connection is fully

encrypted.

Aeris supports these operating systems: Windows XP SP2
Windows 2000 SP4
Mac OS X 10.3 and 10.4
Required Wireless Card:
Personal computer A, B, G. or A/B/G wireless card.
Macintosh/Apple systems Airport Extreme card.

The foll owing service packs and system patches
setting up wireless:

Install Win XP SP2
Hot Fix #KB885453 (http://helpdesk.bradley.edu/documentation/kb885453.exe)
Hot Fix #KB917021 (http://helpdesk.bradley.edu/documentation/kb917021.exe)
Follow these steps to set the options for wireless networking.
1. Go to Control Panel > Network and Internet Connections > Network Connections.

2. Right-click on Wireless Connection and select Properties from the submenu that is
displayed.

3. Select the Wireless Networks tab. Click on the Add button.

L Wireless Network Connection Properties @@

General | Wieless Networks | Advanced

Available networks:

To connect ta, dizconnect from, or find out more information
abaut wireless netwarks in ranga, click the button belaw.

Yiew Wireless Metworks
Preferred netwarks:

Automatically connect to available netwarks in the order listed
belows:

Add...

Leam about setting up wirsless network
configuration. =

I ak. H Cancel ]

S


http://helpdesk.bradley.edu/documentation/Apple8021_X.pdf
http://helpdesk.bradley.edu/documentation/kb885453.exe
http://helpdesk.bradley.edu/documentation/kb917021.exe

4. Select the Advanced button (lower right)

5. Select Access point (infrastructure) networks only

Advanced

Metworks to access

() Any available network [access point preferred)

(®)iAccess point [infrastruchure] nebworks only

() Computer-to-computer [ad hoc] netwarks only

[ Automatically connect to non-prefemed networks

Cloze

6. Select Close.

7. On the Association tab of the network properties window, in the Network name (SSID) area
enter Aeris (case sensitive); Check the box to Connect even if this network is not
broadcasting

Wireless network properties

Association |;‘-‘u.rthentication Connection

Network name (SS1D): |Aeris ) |
4

This netwarl requires a key for the following:

Metwork Authentication: WRA £ |

Data encryption: |'|'|(|p v |

[ 2]

OK ] [ Cancel

8. Left-click on the down arrow to the right of Network Authentication:

9. Select (highlight) WPA



Wireless network properties

Association |F|Lrthentication | Connection

Network name (SS1D): |Aeris |

[¥]Connect even i this network is not broadcasting:
Wireless networlc key

This netwarl requires a key for the fgllowing:

Metwork Authentication: WRA ) £ |
Data encryption: rm{l & |

Wireless network properties

Association |.P|Lrthentication | Connection

Network name (SSID): |Aeris |

[¥]Connect even i this network is not broadcasting:
Wireless networl key

This netwarl requires a key for the following:

Metwork Authentication: WRA £ |
P
Data encryption: (TKIP \ 3 |
]

[ |

11.Select (highlight) TKIP

12.0n the Authentication tab of the network properties window, check the option for Enable
IEEE 802.1x authentication for this network.

13.For EAP type, select Protected EAP (PEAP),



14.Remove the check from the option for Authenticate as computer when computer
information is available.

Wireless network properties

Association | Authentication | Connection

Select this option to provide authenticated netwark access for
wirelass Ethernet networks.

Enable IEEE 802.1% authentication for thiz nebwark

EAP type: | Protected EAP [PEAF] 3

[J#uthenticate a5 computer when computer Informatian 15 available

[] Authenticate s guest when user or computer information is
ungvailable

[ 0K l [ Carncel

15.Click Properties.
16.Remove the check from Validate server certificate.
17.Select Secure password (EAP-MSCHAP v2) for the authentication method.

18.Check Enable Fast Reconnect.

19.Click Configure.



