
Aeris: Bradley University Secure Wireless 

These instructions are for faculty and staff who use Bradley owned computer systems.   

If you are configuring Mac OS-X, click here for instructions.  

 

 

A secure wireless network is one that uses encryption to secure communications.  Sending sensitive 
information over the internet from a secured wireless network provides added security to that information.  
No network security option is failsafe. Be sure to continue to follow basic precautions when using the 
secure wireless network. 

Who Should Use Aeris?  It is strongly recommended that faculty, staff and students take advantage of 
the encryption security provided by Bradleyôs secure wireless, Aeris.  This SSID requires logon 
(authentication) using the BUnetID and password of the person connecting to the wireless.  The 
connection is fully encrypted.     

Aeris supports these operating systems: Windows XP SP2                      Windows 2000 SP4  
Mac OS X 10.3 and 10.4  

Required Wireless Card: 
Personal computer   A, B, G. or A/B/G wireless card.    
Macintosh/Apple systems   Airport Extreme card. 

 

The following need to be installed prior to setting up the wireless: 

Install Win XP SP2  

Hot Fix #KB885453 (http://helpdesk.bradley.edu/documentation/kb885453.exe)   

Hot Fix #KB917021 (http://helpdesk.bradley.edu/documentation/kb917021.exe) 

Configuring the Wireless Networking ï Aeris 

 Configuring the Wireless Networking ï Aeris  

 1.  Log in to the domain as a domain user. 

 2.  Go to Start > Control Panel > Network and Internet Connections > Network Connections.  

 3. Right-click on Wireless Connection and select Properties from the submenu that is displayed  

 

 

 

 

 

 

 

 

 

If you are configuring your personal owned laptop for Aeris, please follow this link 
rather than continue with the instructions below. 

4.  Select the Wireless Networks 
tab. 

  

5.  Make sure that ñUse Windows to 
configure my wireless network 
settingsò is checked 

 

6.  Select the Advanced button on 
the lower right side of the 
properties page 

http://helpdesk.bradley.edu/documentation/Apple8021_X.pdf
http://helpdesk.bradley.edu/documentation/kb885453.exe
http://helpdesk.bradley.edu/documentation/kb917021.exe
http://helpdesk.bradley.edu/documentation/Aeris2.pdf


 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

7  Select Access point (infrastructure) 
networks only 

8.  Select Close to return to Properties 

 

9.  Select the Wireless Networks tab. Click on the 
Add button. 

10.  On the Association tab of the network 
properties window, in the Network name 
(SSID) area enter Aeris (case sensitive) 

11. Check the box to Connect even if this network 
is not broadcasting 

12. Left-click on the down arrow to the right of  
Network Authentication:  

13. Select (highlight) WPA   

14. Click the down arrow to the right of the Data 
encryption area: 

15. Select (highlight) TKIP 

16. Select the Authentication tab at the top of the 
properties box. 
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With single sign-on for PEAP, the client uses the Windows logon name for the PEAP 
authentication, so the user does not need to enter the password a second time. 

28. Keep clicking OK until you have exited from Wireless Network Connections Properties. 

29. Restart the computer. 
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17. On the Authentication screen check the 
option for Enable IEEE 802.1x 
authentication for this network. 

18. For EAP type, select Protected EAP (PEAP). 

19. Remove the check from the option for 
Authenticate as computer when computer 
information is available.  

 

 

20. Select Properties button 

21. Check Validate server certificate 

22. Scroll down the list of Trusted Root 
Certification Authorities and check 
wd3admin.    

23. Select Secure password (EAP-
MSCHAP v2) for the Authentication 
Method 

24. Check Enable Fast Reconnect. 

25. Click the Configure button. 

26. To enable single sign-on for 
computers that are members of the 
AD domain, check the option for 
Automatically use my Windows 
logon name and password (and 
domain if any).  

27. Click OK to accept this setting. 

 

 

 
 

 


